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1
Decision/action requested

This document proposes to add Authentication based on AKMA between EEC and EES to TS 33.558 in clause 6.3. SA3 is kindly requested to approve this doc.
2
References

[1]
3GPP TS 33.839

[2]
S3-213668
3
Rationale

If AKMA is approved as an option in the conclusions for key issue 2, solution #16 based on AKMA in TR 33.839 can be used for authentication between EEC and EES.
4
Detailed proposal

**** START OF 1st CHANGE ****

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".

[3]
3GPP TS 33.501: "Security architecture and procedures for 5G System".

[4]
3GPP TS 33.187: "Security aspects of Machine-Type Communications (MTC) and other mobile data applications communications enhancements".

[5]
3GPP TS 23.558: "Architecture for enabling Edge Applications."

[6]
3GPP TS 23.222: "Functional architecture and information flows to support Common API Framework for 3GPP Northbound APIs; Stage 2".
[7]
3GPP TS 33.122: "Security aspects of Common API Framework (CAPIF) for 3GPP northbound APIs"
[x]
3GPP TS 33.535: "Authentication and Key Management for Applications (AKMA) based on 3GPP credentials in the 5G System (5GS)"
**** END OF 1st CHANGE ****
**** START OF 2nd CHANGE ****
6.3
Authentication and Authorization between EEC and EES

Editor’s Notes: Authentication and Authorization between EEC and EES is to be added.
6.3.X Authentication between EEC and EES based on AKMA
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Figure 6.3.x EEC authentication framework with EES based on AKMA.
It is assumed that AKMA and TLS are supported by the UE and EES.

Step 1. UE with EEC functionality performs primary authentication with the network and retrieves EES information (i.e. EES Id and AKMA capability) from ECS. The AKMA capability indicates the EES support to use AKMA.
Step 2-4. The UE determines to use AKMA based on the received AKMA capability, AKMA defined in the TS 33.535 [x] is reused here to negotiate the preshared key KEES between UE and EES. Here the A-KID sent from the UE is authenticated by the EES based on the AKMA mechanism.
Step 5. EEC and EES establish the TLS security tunnel based on the preshared key KEES. The authentication is fulfilled based on the TLS.

**** END OF 2nd CHANGE ****
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